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COURSE PLAN
	Name of the Faculty
	

	Designation/Department
	AP/CSE

	Course Code/Name
	U23CST63/ BLOCKCHAIN TECHNOLOGIES

	Year/Section/Department
	III / CSE

	Credits Details
	L: 3
	T: 0
	P:0 
	C: 3

	Total Contact Hours Required
	45 hours


Syllabus:

	UNIT I        
	INTRODUCTION TO BLOCKCHAIN
	No. Of Periods: 9

	Blockchain- Public Ledgers, Blockchain as Public Ledgers - Block in a Blockchain, Transactions The Chain and the Longest Chain - Permissioned Model of Blockchain, Cryptographic -Hash Function, Properties of a hash function-Hash pointer and Merkle tree.

	UNIT II       
	BITCOIN AND CRYPTOCURRENCY
	No. Of Periods: 9

	A basic crypto currency, Creation of coins, Payments and double spending, FORTH – the precursor for Bitcoin scripting, Bitcoin Scripts , Bitcoin P2P Network, Transaction in Bitcoin Network, Block Mining, Block propagation and block relay.

	UNIT III      
	BITCOIN CONSENSUS
	No. Of Periods: 9

	Bitcoin Consensus, Proof of Work (PoW)- HashcashPoW , Bitcoin PoW, Attacks on PoW ,monopoly problem- Proof of Stake- Proof of Burn - Proof of Elapsed Time - Bitcoin Miner, Mining Difficulty, Mining Pool-Permissioned model and use cases.  

	UNIT IV      
	HYPERLEDGER FABRIC & ETHEREUM
	No. Of Periods: 9

	Architecture of Hyperledger fabric v1.1- chain code- Ethereum: Ethereum network, EVM, Transaction fee, Mist Browser, Ether, Gas, Solidity.

	UNIT V      
	BLOCKCHAIN APPLICATIONS
	No. Of Periods: 9

	Smart contracts, Truffle Design and issue- DApps- NFT. Blockchain Applications in Supply Chain 

Management, Logistics, Smart Cities, Finance and Banking, Insurance,etc- Case Study.  


Objective:

	· To understand the basics of Block chain 

· To learn Different protocols and consensus algorithms in Blockchain
· To learn the Blockchain implementation frameworks 
· To experiment the Hyperledger Fabric, Ethereum networks
· To understand the Blockchain Applications


Text Book: 
	T1: Bashir and Imran, Mastering Blockchain: Deeper insights into decentralization, cryptography, Bitcoin, and popular Blockchain frameworks, Second Edition.
T2: Andreas Antonopoulos, “Mastering Bitcoin: Unlocking Digital Cryptocurrencies”, O’Reilly, 2014.  


Website:
	W1:  https://www.geeksforgeeks.org/ethical-hacking/blockchain-technology-introduction/
W2: https://en.wikipedia.org/wiki/Blockchain


Online Mode of Study:

	https://onlinecourses.nptel.ac.in/noc26_cs34/preview


Course Plan:

	Topic Number
	Topic
	Reference Detail
	Page Number
	Mode of teaching
	Number of Periods Required
	Cumulative Period

	UNIT I 
(9)
	INTRODUCTION TO BLOCKCHAIN

	1
	Blockchain
	T1
	5-8
	BB
	1
	1

	2
	 Public Ledgers
	T1
	12-20
	BB
	1
	2

	3
	Blockchain as Public Ledgers
	T2
	191 - 193
	BB
	1
	3

	4
	Block in a Blockchain
	T2
	193 - 196
	BB
	1
	4

	5
	Transactions The Chain and the Longest Chain
	T1
	20 - 23
	BB
	1
	5

	6
	Permissioned Model of Blockchain
	T1

	23 -26
	BB
	1
	6

	7
	Cryptographic -Hash Function
	T1
	109
	BB
	1
	7

	8
	Properties of a hash function
	T2
	191 - 201
	BB
	1
	8

	9
	Hash pointer and Merkle tree.
	T1
	110
	BB
	1
	9

	Outcome of Unit I:
CO1: Understand emerging abstract models for Blockchain Technology.

	UNIT II 
	BITCOIN AND CRYPTOCURRENCY

	10
	A basic crypto currency
	T1
	150 - 170
	BB
	1
	10

	11
	 Creation of coins
	T2
	111 - 134
	BB
	1
	11

	12
	Payments and double spending
	W1
	-
	BB
	1
	12

	13
	FORTH – the precursor for Bitcoin scripting
	T1
	190
	BB
	1
	13

	14
	Bitcoin Scripts
	T2
	124 -134
	BB
	1
	14

	15
	Bitcoin P2P Network
	T1
	180 - 200
	BB
	1
	15

	16
	Transaction in Bitcoin network
	T1
	190 -210
	BB
	1
	16

	17
	Block Mining
	T1
	210 - 220
	BB
	1
	17

	18
	Block propagation and block relay
	T2
	191 - 214
	BB
	1
	18

	Outcome of Unit II:
CO2: Identify major research challenges and technical gaps existing between theory and practice in the crypto currency domain.

	UNIT III

	BITCOIN CONSENSUS

	19
	Bitcoin Consensus, Proof of Work (PoW)
	T1
	230 - 250
	BB
	1
	19

	20
	Hashcash PoW , Bitcoin PoW
	T2
	191 - 214
	BB
	1
	20

	21
	Attacks on PoW -monopoly problem
	T1
	260 – 270
	BB
	1
	21

	22
	Proof of Stake
	T1
	270 - 280
	BB
	1
	22

	23
	Proof of Burn
	T1
	270 - 280
	PPT
	1
	23

	24
	Proof of Elapsed Time
	T1
	270 - 280
	BB
	1
	24

	25
	Bitcoin Miner, Mining Difficulty
	T1
	210 - 225
	BB
	1
	25

	26
	Mining Pool
	T2
	215 - 230
	BB
	1
	26

	27
	Permissioned model and use cases
	W2
	-
	PPT
	1
	27

	Outcome of Unit III:
CO3: Understand  the functions of Blockchain methods

	UNIT IV
	HYPERLEDGER FABRIC & ETHEREUM

	28
	Architecture of Hyperledger fabric v1.1
	T1
	300-330
	BB
	1
	28

	29
	chain code
	T1
	330-350
	BB
	1
	29

	30
	Ethereum: Ethereum network
	T1
	350-370
	BB
	1
	30

	31
	EVM
	T1
	350-370
	BB
	1
	31

	32
	Transaction fee
	T1
	370-380
	BB
	1
	32

	33
	Mist Browser, Ether
	T1
	380-390
	BB
	2
	34

	34
	Gas, Solidity
	T1
	390-410
	BB
	2
	36

	Outcome of Unit IV:
CO4: Apply hyperledger Fabric and Ethereum platform to implement the Block Chain Application.  

	UNIT V
	BLOCKCHAIN APPLICATIONS

	35
	Smart contracts
	T1
	350-360
	BB
	1
	37

	36
	Truffle Design and issue
	T1
	360-380
	BB
	1
	38

	37
	DApps
	T1
	380-400
	BB
	1
	39

	38
	NFT
	T1
	400-410
	BB
	1
	40

	39
	Blockchain Applications in Supply Chain Management
	T1
	 410-420
	BB
	1
	41

	40
	Logistics
	T1
	420-430
	BB
	1
	42

	41
	Smart Cities
	T1
	430-436
	BB
	1
	43

	42
	Finance and Banking
	T1
	436-440
	BB
	1
	44

	43
	Insurance,etc- Case Study
	T1
	440-445
	BB
	1
	45

	Outcome of Unit V:
CO5: Learn about the Hyperledger Architecture
CO6: Describe  about the Blockchain Applications


Course Outcome:

	At the end of course the students will be able to do
CO1: Understand emerging abstract models for Blockchain Technology.
CO2: Identify major research challenges and technical gaps existing between theory and practice in the crypto currency domain.
CO3: Understand the functions of Blockchain methods
CO4: Apply hyperledger Fabric and Ethereum platform to implement the Block Chain Application.  
CO5: Learn about the Hyperledger Architecture
CO6: Describe  about the Blockchain Applications


Course Outcome Vs Program Outcome Mapping:

	CO
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2

	CO1
	3
	3
	2
	2
	1
	-
	-
	-
	1
	-
	-
	2
	3
	1

	CO2
	3
	3
	3
	3
	1
	-
	-
	-
	2
	-
	-
	2
	1
	2

	CO3
	3
	3
	3
	3
	2
	-
	-
	-
	2
	-
	-
	2
	2
	3

	CO4
	3
	3
	3
	3
	2
	-
	-
	-
	3
	-
	-
	2
	2
	2

	CO5
	3
	2
	3
	2
	3
	-
	-
	-
	3
	-
	-
	2
	2
	2

	CO6
	3
	2
	3
	2
	3
	-
	-
	-
	3
	-
	-
	2
	2
	2

	AVG
	3
	2.6
	2.8
	2.5
	2
	-
	-
	-
	2.3
	-
	-
	2
	2
	2


Topic beyond Syllabus:

	· Scalability Solutions
· Interoperability Frameworks
· Advanced Privacy Mechanisms



Internal Evaluation Components:

	Webportal
	Assignment
	Components
	Topic Number with Topic / Unit Details
	Relevance to CO

	Webportal 1
	--
	Assessment – I (60)
	Unit I and II
	CO 1 & CO2

	
	1
	Assignment – Handwritten (20)
	1. What is a Public Ledger? Describe benefits and application of Blockchain technology.
2. Explain about permissioned model of Blockchain.
	CO 1 & CO2

	
	2
	Assignment – Poster Presentation /  PPT (20)
	1. Describe about Bitcoin. Compare Bitcoin and Blockchain. Give the creation of bitcoin.
2. Explain Block mining including the different types of mining.
	CO 1 & CO2

	Webportal 2
	--
	Assessment – II (60)
	Unit III and IV
	CO3 & CO4

	
	3
	 Seminar (20)
	1. Analyze in detail about Byzantine Fault Tolerance.
2. Illustrate the benefits of permissioned blockchain
	CO3 & CO4

	
	4
	Case Study Report (20)
	1. Examine the benefits of food security.
2. Compare the improvement of blockchain of supply chain finance.
	CO3 & CO4

	Webportal 3
	--
	Model Exam (75)
	Unit I to V
	CO1 to CO6

	
	5
	MCQ (15)
	Unit I to V
	CO1 to CO6

	
	-
	Course Attendance (10)
	--
	--


Submission Details:

	Phase 1(Before AT 1)
	Phase 2 (Before AT 2)
	Phase 3 (Model)

	Assignment 1
	Assignment 2
	Assignment 3
	Assignment 4
	Assignment 5

	
	
	
	
	


PLAN OF ASSESSMENT TEST –DISTRIBUTION OF MARKS:

	TEST
	CO- MARK WISE  DISTRIBUTION
	BLOOM’S LEVEL MARK WISE DISTRIBUTION

	AT-1
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	37
	23
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-

	AT-2
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	-
	-
	37
	23
	-
	-
	-
	-
	-
	-
	-
	-

	MODEL
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	20
	20
	20
	20
	10
	10
	-
	-
	-
	-
	-
	-
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